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Get Safe Online Summit 2009

Monday, 16" November

Department for Business Conference Centre, London
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Welcome and introduction

Tony Neate
Managing Director
GetSafeOnline.org
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Keynote address

The Rt Hon Angela Smith
Minister of State for the Cabinet Office
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Reducing harm in the virtual world

Paul Evans
Director Intervention
Serious Organised Crime Agency
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Collaborating for online confidence

Get Safe Online roundtable
Angela Smith, Tony Neate, Nick Staib,
Robin Blake, Garreth Griffith, Vivien Quinn
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The threat landscape

Andy Auld

e-Crime Intelligence Manager
Serious Organised Crime Agency
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Threat Landscape

* Fake AV/“Scareware” attacks
* Criminal hosting

e | 0sses

 Mule recruitment




Scarewar e’

Exploits fear of online crime to dupe users
iInto becoming victims

Relies on affiliates to upload fake AV
software on their websites

Pop-ups claim spyware infection
Offer “rogue” anti-virus for $49.95
US call centre takes 990,000 calls




“‘Scar ewar e’
Warning! Threstdetosted -~ X

%) WARNING!
Virus threat has been detected!

| EJGo unks ®

Scanner Report

Warning! Scan detected harmful malicious programs that can
darmage your system. It is recommended to immediately remove the
USD 49.9 following threats:
Antivirus XP Mame Threzt level
Scanner + Spy
PRICE: USD4Y @ Adware.Win32.Winad Critical =
never be rebill @ advware.Hotbar High B
@ Trojan-Downloader. Win32.5mall.dge High
@ Trojan Horse IRC/Backdoor.SdBotd.FRV Medium
@ W32.Benjamin.Worm High
Frst name” P - _ ll
Last name”
i o rare® @ Detected infected files:10
2o (Postd code)”
Street” Recommended: Click Repair All" to erase all - |
it threats from your system Repair Al >
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How Profitable

IS Fake AV?

Affiliate 1D Affiliate Username Account Balance (USD)
4928 nenastniy $158,568.86
56 krab $105,955.76
2 rstwm $95,021.16
4748 newforis $93,260.64
5016 slyers $85,220.22
3684 ultra $82,174.54
3750 cosmaz2k $78,824.88
5050 dp322 $75,631.26
3886 lamthevip $61,552.63
4048 dp32 $58,160.20




Bullet Proof Hosting

] ] Join Date: Jun 2
escape is offline Posts: 31

Wendor (BP Hosting)

A BP Hispeed-Mirrored Hosting For Scams!

deesite 1 Bullet proof Hispeed-Mirrored Hosting for Scams!

Powerful mirrored webhosting management

100% Uptime

Finally after

What 15 Ola

dr=iel Multiple servers & virtual servers

1, Specially
2, Powerful

 our powerful control panel rotates IPs every 15 minutes

How does it

e noone can trace orrgrnal IP Where frles are hosted I

streamling (o OO, TOT e 5 3 BT TS TSR TTavE d T TTTTTE i5 achieved by
unique customrsatmn cuf our Servers & Wirtual Servers

fictually, it takes ips around the world and our powerful control panel just rotates the ips every 15 minutes, though all these ips you will see will be fake no one can trace the orignal ip where files are
hosted, Somtimes the ip is from china, korea, usa, uk, japan, lithuania etc
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The Profits of Malware

B Online Banking Losses

Jan - Jun 2006 Jan - Jun 2007 Jan - Jun 2008 Jan - Jun 2009




From: Steven Brooks <job@zoomrecruit.com>
Subject: TotalJobs Employment Offer
Date: Friday, 23 October, 2009

Zoom Financial Services
275 Burwood Rd, Burwood,
NSW, 2134, Australia.

Hello,
my name is Steven Brooks and | am Zoom Financial Services Hiring manager. We have
found your CV at XXXX jobs board and decided to offer this job to you.

Our services

When buying-selling operations via the Internet are concerned, the buyer and the seller
don't know each other (they may be placed in different corners of the world) - it is very
important both to the buyer and the seller for their deal to be made safe. Payment
Protection means receiving money, documents, goods (it might be both the seller's and
the buyer's) concerning the transaction to a reliable, experienced, impartial person - our
Payment Protection agent. The agent will hold all the documents and money until all the
terms of the deal are satisfied and only then release them to the intended receiver.
Please, visit our web-site for more information. (http://www.zoomfinancialservices.com/)

Why we need Payment Protection agents
Havina a Pavment Protection aaent in everv countrv we can auicklv transfer funds inside



Dear Sir/Madam,

Please can | have your attention for a moment? Would you

like to work online from home/temporarily and get paid weekly? Our
Company J & D International is a company based in UK and we are into
Manufactures of Fabrics and Textiles with numerous customers home and
abroad. We produce various clothing materials, batiks, assorted

fabrics and traditional costume and if you visited our website
(http://www.jdwilkieshop.co.uk) you will be glad with our products. We
need a representative in the states who will be in charge of all our
payment from clients/customers in the States .

Because most of our customer from the states pay through certified
cheque, cashier cheques and money order which are not negotiable here
in UK? This brings our quest to employ a credible and trustworthy

fellow as our representative to handle our payments. This would not
affect your present job but serve as another stream of income to your
good self. Being our representative and assisting us in processing the
payments from our clients,we will pay you weekly salary and shall earn
about 10% of every payment you assist us with because due to the fact
that we cant cash the money order upon receipt here in the UK
immediately, in the past we have lose about 75,000 USD and EURO of net income
each month because of money transfer delays. Your task is to

coordinate payments from customers and help us with the payment
process. You are not involved in any sales. Our sales manager sells
products.



Recruiting Mules

Callus on +357,220,22501 | Register | Signin | Languages ~

V12 4BANK

Trading | Deposit | My Account | Learn | Tools | Customer Service | About us i o T

Currency Raktes >

Bid Ask

- Fired spreads

- FREE advanced trading tools

» Dozens of currency pairs and commodities

- Daily exclusive institutional analysis

- 24-Hour trading room and customer service
« Start trading with as little as $ 500

+ No commissions or fees
- Intuitive trading platform

START TRADING

=Y 24 HOUR

“ Chat Support with Forex Experts

Mew User Demo Account
ST Thank vou for choosing UFE Bank, Practice for free with no risk

‘ou are only a few minutes away Fram and a $10,000 demo account.
11 Mow 12024 PM opening wour own account and beginning Open & Demo Accaunt
‘en firms on crosses after China data to trade, It's quick, simple, and takes

about three minutes ko complete, i
11 Mow 12122 PM Skark wour Fi trading experience on Customer Service .
Dallar Falls b 15-Manth Low an Bets our easy-to-use trading platform. Expenelnce an excellent standard of service
Fed Rate to Stay MNear Zero Every time you contact us,

Daily Forex Analysis

11 Mow 12:20 PM Increase wour profits with our i
UPDATE 3-Geithner: wants strang analyst's daily review. Secure Login
dollar, will tackle deficit . Enter your User ID and Password to access

“ vaour anling accaunts,

o [

G 2 NETELLER { paragonEX
Repiaell.  [vET ope=ce BT . & Webhoney  (((((O oragone)
FPTOCETLTE Sy
Experience working interactively with public sector clients
Demonstrated public consultation and presentation skills
Proficient in advanced office software, word processing and the development
of spreadsheets
Strong communication, report writing, organization and interpersonal skills

11 Mlews 17017 DM
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PERSONAL EMPLOYMENT AGREEMENT

This Personal Employment Agreement (the “Agreement”™) is made effectiveasof __/_ [
(Month/Day/Year), by and between Data Systems Limited (the "Company”)

Data Systems Limited
(Company N2 052611 16)
5t Crispin House, 5t Crispin Way,
Haslindgen,
Rossendale,
Lancashire,
EB4 5PW,
United Kingdom

And the Contractor (collectively referred to as the "Parties™).

Contractor's Full Name:

Contractor’s Address

City, State and Zip of
Residence:

Home & Mobile Phones:

P

E-mail Address:

The Parties agree as follows:
1. TERM & CONDITIONS

The Company shall hire the Contractor in the position of an Account Manager. The Contractor
shall provide services to the Company pursuant to this Agreement for a term of 1 [one)
year beginning from the day of signing this Agreement. The Agreement may only be
extended thereafter by a mutual agreement, unless terminated earlier by operatien of and
in accordance with this Agreement. Either of the Parties may terminate the Agreement
upon a written notice provided in 10 business days before the planned termination date.




UK Internet Security
State of the Nation 2009

Garreth Griffith

UK Internet Security:

Get Safe Online Report
oooooooooooo

Head of UK Risk Management, PayPal
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Overview

National survey:

e 1.520 adults with
Internet access

« 18+ years
« October 2009

* Independently carried
out by ICM Research

 Track back to

2006/2007
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since recession (%)
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Protecting our computers
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Protecting ourselves
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Social networking

ch@SNI M AY M~
INA @ Oé asSaua.
Know what they are

« 18-24 year olds take the
mostrisksand 1in 5
have had profile
hacked




e
The impact

Experienced (%)
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Attitudes to online crime
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Confidence & knowledge
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Achieving digital inclusion for older people

Nancy Johnston

Technology & Digital Inclusion Development Manager
Age Concern & Help the Aged
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Overview

Why digital inclusion?

The current UK landscape

Issues and barriers to engaging effectively
What is Age Concern and Help the Aged doing?

vy

Working together for older people HELPTHEAGED

WE WILL
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Why digital inclusion?

— Better access to government

— New ways of keeping in touch

— Greater choice about life long learning
activities

— Alternative/ convenient route for pricing
and shopping

HELPTHEAGED

WE WILL
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Working together for older people

AG
(o

AR



Current UK Landscape

« Over 20 million people in the UK are aged 50+

* 64 per cent of people over the age of 65 have never
used the internet

« 42% of older people aged 65+ are estimated to have a
disability

« 2.4 million live below the poverty line

« 2040: 5 million more 65+

I

AGE, Working together for older people HELPTHEAGED
/" WE WILL



Introducing another World: older
people and digital inclusion

e Research into the enablers and barriers to
digital inclusion in later life

« Key Findings:
1. Lack of understanding and confidence
2. Comprehension of how to use the equipment
3. Fear and anxieties - ‘doing something wrong’
4. Internet security

I

AGE, Working together for older people HELPTHEAGED
/" WE WILL



Other Barriers and Issues

« Lack of awareness and relevance of technology

« Need to create simple interface and effective
bundles delivered in a safe, supported and
trustworthy environment

* Engagement opportunities are limited
« Jargon barriers: need to say what it does

 Lifelong learning to keep skills and knowledge
relevant

* Role of children (as advocates and introducers)
* Accessibility, inclusive design

AGE;; HELPTHE AGED

Working together for older people

/ WE WILL
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Internet Champion
of the Year 2010

s 4 i '
. < 2l & 4 p
X - Y v/ ( / ','
oy
‘e ol !
f -
" f 1
{

A, S ' ]
Working together for older people

HELPTHEAGED



Silver Surfer Campaigns
40,000 older people reached since 2003

Start “surfing the intemet’ with the help and guidance of volunteers and trainers who
AGE can explain in easy steps how you can use the internet to emall, or even shop and

chat to others online. Come and see how you can tap into and learn from the world's

biggest library of information, facts and knowledge. All done at your own pace, in a

/ friendly, helpful atmosphere.

This is your chance to discover some of the fun ways that the internet coukd benefit
your life. The Age Concern internet taster sessions are free so why not come along

Silver Smfr Wéek

and find out for yourself how easy it is to get started. G + to dl w‘i ﬂ\
etting in your world

For a free information pack on how to start ‘surfing’ the internet g u

and details of your nearest internet taster session call the free 10 - 14 September 2007

telephone line on 0800 096 7777.

AGE Working together for older people HELPTHEAGED
/ WE WILL



myfriends online week

social networking for silver surfers

Learn the latest
. ways to make new
2 friends and keep in
& touch with family

16-20 March 2009

ggp cehnect with

(.
/ WE WILL



Iitea and biscuits week

calling all silver surfers

é ;.‘ Don’t miss out on free tasters
e 1{;’ of computer technology

HELPTHEAGED

WE WILL



Digital Inclusion Network

 Membership based programme providing
support for local projects

« UK-wide focus for initiatives for older people
 Resources

« Sharing of good practice

* Funding opportunities

* Local, regional and national events

* Training

AGE, Working together for older people HELPTHEAGED
/" WE WILL
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Working In Partnership

UK Online, U3A

BT

* Microsoft

* Market Research and Testing

« Academia

 Government

« Community Organisations and groups

AGE, Working together for older people HELPTHE AGED
/" WE WILL



nancy.johnston@ace.org.uk
0208 765 7612

www.ageconcern.org.uk/it
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Panel Session

Moderated by Tony Neate, with:
Wendi Thompson, Cable & Wireless

Nancy Johnston, Age Concern & Help the Aged
Robin Blake, Ofcom

Sharon Lemon, SOCA

Steve Lamb, Microsoft

Nick Staib, HSBC
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Buffet lunch served in the foyer

Bon appétit!
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www.getsafeonline.org

Expert advice for everyone



