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Get Safe Online Summit 2009
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Department for Business Conference Centre, London
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Welcome and introduction

Tony Neate
Managing Director
GetSafeOnline.org
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Keynote address

TheRtHon Angela Smith
Minister of State for the Cabinet Office
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Reducing harm in the virtual world

Paul Evans
Director Intervention
Serious Organised Crime Agency
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Collaborating for online confidence

Get Safe Online roundtable
Angela Smith, Tony Neate, Ni&kaib,
RobinBlake, GarrethGriffith, Vivien Quinn
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http://sixuntilme.com/

The threat landscape

Andy Auld

e-Crime Intelligence Manager
Serious Organised Crime Agency

GET

ONLINE

)



Threat Landscape

AFake AV/ AScar ewar eo
ACriminal hosting

AlLosses

AMule recruitment




NScarewar eo

A Exploits fear of online crime to dupe users
iInto becoming victims

A Relies on affiliates to upload fake AV
software on their websites

A Pop-ups claim spyware infection
AOf f er A r-argsdfoer $49.96n t |
A US call centre takes 990,000 calls




ﬁ Scar ewar e O
Warning! Threstdetosted -~ X

%) WARNING!
Virus threat has been detected!

| EJGo unks ®

Scanner Report

Warning! Scan detected harmful malicious programs that can
darmage your system. It is recommended to immediately remove the
USD 49.9 following threats:
Antivirus XP Mame Threzt level
Scanner + Spy
PRICE: USD4Y @ Adware.Win32.Winad Critical =
never be rebill @ advware.Hotbar High B
@ Trojan-Downloader. Win32.5mall.dge High
@ Trojan Horse IRC/Backdoor.SdBotd.FRV Medium
@ W32.Benjamin.Worm High
Frst name” P - _ ll
Last name”
i o rare® @ Detected infected files:10
2o (Postd code)”
Street” Recommended: Click Repair All" to erase all - |
it threats from your system Repair Al >
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How Profitable i1s Fake AV?

Affiliate 1D Affiliate Username Account Balance (USD)
4928 nenastniy $158,568.86

56 krab $105,955.76

2 rstwm $95,021.16

4748 newforis $93,260.64

5016 slyers $85,220.22

3684 ultra $82,174.54

3750 cosmaz2k $78,824.88

5050 dp322 $75,631.26

3886 lamthevip $61,552.63

4048 dp32 $58,160.20




Bullet Proof Hosting

] ] Join Date: Jun 2
escape is offline Posts: 31
Wendor (BP Hosting)

A BP Hispeed-Mirrored Hosting For Scams!

deesite 1 Bullet proof Hispeed-Mirrored Hosting for Scams!

Powerful mirrored webhosting management

100% Uptime

Finally after

What 15 Ola

dr=iel Multiple servers & virtual servers

1, Specially
2, Powerful

Aour powerful control panel rotates IPs every 15 minutes

How does it

i Anoone can trace orrgrnal IP Where frles are hosted I

streamling (o OO, TOT e 5 3 BT TS TSR TTavE d T TTTTTE i5 achieved by
unique customrsatmn cuf our Servers & Wirtual Servers

fictually, it takes ips around the world and our powerful control panel just rotates the ips every 15 minutes, though all these ips you will see will be fake no one can trace the orignal ip where files are
hosted, Somtimes the ip is from china, korea, usa, uk, japan, lithuania etc
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The Profits of Malware

B Online Banking Losses

Jan - Jun 2006 Jan - Jun 2007 Jan - Jun 2008 Jan - Jun 2009




From: Steven Brooks <job@zoomrecruit.com>
Subject: TotalJobs Employment Offer
Date: Friday, 23 October, 2009

Zoom Financial Services
275 Burwood Rd, Burwood,
NSW, 2134, Australia.

Hello,
my name is Steven Brooks and | am Zoom Financial Services Hiring manager. We have
found your CV at XXXX jobs board and decided to offer this job to you.

Our services

When buying-selling operations via the Internet are concerned, the buyer and the seller
don't know each other (they may be placed in different corners of the world) - it is very
important both to the buyer and the seller for their deal to be made safe. Payment
Protection means receiving money, documents, goods (it might be both the seller's and
the buyer's) concerning the transaction to a reliable, experienced, impartial person - our
Payment Protection agent. The agent will hold all the documents and money until all the
terms of the deal are satisfied and only then release them to the intended receiver.
Please, visit our web-site for more information. (http://www.zoomfinancialservices.com/)

Why we need Payment Protection agents
Havina a Pavment Protection aaent in everv countrv we can auicklv transfer funds inside



Dear Sir/Madam,

Please can | have your attention for a moment? Would you

like to work online from home/temporarily and get paid weekly? Our
Company J & D International is a company based in UK and we are into
Manufactures of Fabrics and Textiles with numerous customers home and
abroad. We produce various clothing materials, batiks, assorted

fabrics and traditional costume and if you visited our website
(http://www.jdwilkieshop.co.uk) you will be glad with our products. We
need a representative in the states who will be in charge of all our
payment from clients/customers in the States .

Because most of our customer from the states pay through certified
cheque, cashier cheques and money order which are not negotiable here
in UK? This brings our quest to employ a credible and trustworthy

fellow as our representative to handle our payments. This would not
affect your present job but serve as another stream of income to your
good self. Being our representative and assisting us in processing the
payments from our clients,we will pay you weekly salary and shall earn
about 10% of every payment you assist us with because due to the fact
that we cant cash the money order upon receipt here in the UK
immediately, in the past we have lose about 75,000 USD and EURO of net income
each month because of money transfer delays. Your task is to

coordinate payments from customers and help us with the payment
process. You are not involved in any sales. Our sales manager sells
products.



Recruiting Mules
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Tarock Inc

Precise manual diamond crift

FCRUITMENT INFORMATION

r company Tarock Incorporated specialises in handcut diamonds.We are presently looking to employ people in thg
ited Kingdom and United States of America to act as our payment processing representative in their respective
Lintries.

E payment representative is responsible for clearing all payments coming from our clients in that country.
Lir commission is 10% of every payment cleared.

hterested in the position please fill the below details:

First name | |

Last name | ‘

Full address (P. O Box not applicable) | ‘

City | ‘

State [ |
Country 1 \

Zip Code | \

Telephone numbers | ‘

Email Address | \

Date of Birth | dd/mmygyy

O Telephone

Best means of communication? 2
O Email
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